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1 AUTHORITY
The Government Information Technology Agency (GITA) shall develop, implement
and maintain a coordinated statewide plan for information technology (IT) (A.R.S. 8
41-3504(A (1))), including, the adoption of statewide technical, coordination, and
security standards (A.R.S. § 41-3504(A (1(a))))-

2. PURPOSE
The purpose of this standard is to identify baseline classifications for
data/information for which the State is considered the owner™2. It isintended to
establish a data classification methodology to selectively protect data/information in
the State' s custody against 10ss or misuse.

3. SCOPE
A budget unit is defined as a department, commission, board, institution or other
agency of the state receiving, expending, or disbursing state funds or incurring
obligations of the state including the Arizona Board of Regents but excluding the
universities under the jurisdiction of the Arizona Board of Regents, the community
college districts and the legislative or judicial branches (A.R.S. § 41-3501(2)).

The Budget Unit Chief Executive Officer (CEO), working in conjunction with the
Budget Unit Chief Information Officer (ClO), shall be responsible for ensuring the
effective implementation of Statewide Information Technology Policies, Standards,
and Procedures (PSPs) within each budget unit.

4. STANDARD
This standard establishes that data/information shall be classified according to its
degree of sensitivity in auniversally understandable manner, and that such
data/information shall maintain its security classification as it traverses any physical
or logical boundary such as a budget unit, computer-related device, network, or
software application system.

! Unless otherwise defined by statute or federal mandates and regulations, the Budget Unit CEO is considered
the owner of data/information within the authority of a budget unit, and may delegate ownership
responsibilities as specified herein. Ownership assignment and responsibility considerations include which
budget unit collects the data/information; is responsible for the accuracy and integrity of the data/information;
incurs the cost associated with gathering, managing, and storing the data/information; and is most affected by
the loss of confidentiality, integrity, and availability of the data/information.

2 Owners of data/information are responsible for establishing the rules for appropriate use and protection of the
subject data/information (rules of behavior). The data/information owner retains that responsibility even when
the data/information is shared with other organizations. [Source: NIST SP 800-18].
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4.1. DATA/INFORMATION SHALL BE DIVIDED INTO THE FOLLOWING

CLASSIFICATIONS.

e Confidential Data/I nformation: datawhose loss, corruption, or
unauthorized disclosure would be a violation of Arizona Revised Statues
or federal mandates and regulations. Confidential is understood to be a
continuum wherein some data/information is more sensitive than other
data/information and shall be protected in a more secure manner.

e Public Information: datathat is made generally available without
specific custodian approval and that has not been explicitly and
authoritatively classified as confidential.

4.2. Budget units requiring additional classifications may create and document those
classifications and related owner/custodian/recipient responsibilities at their
discretion; however, budget units shall not impose additional classification
requirements and responsibilities beyond their statutory authority and
obligations.

4.3. Budget units should identify and segregate confidential data/information from
public data/information either by file structure, specific accessibility, and/or
presentation to prevent confidential data/information from being made directly
accessible to the public.

4.4. Datalinformation, regardless of medium and/or form, shall be:

44.1.

4.4.2.

4.4.3.

444,

4.4.5.

4.4.6.

Classified as either Confidential or Public and consistently
documented in arepository (i.e., database, spreadshest, table, list
document, etc.). Data/lnformation shall be classified as Public, unless
otherwise specified by the owner.

Accessed in accordance with Statewide Policy P800, IT Security;
Statewide Standard P800-S810, Account Management; Statewide
Standard P800-S820, Authentication and Directory Services; and
Statewide Standard P800-S850, Encryption Technologies.

Used in amanner commensurate with its classification and in
accordance with applicable statutes.

Disposed of in accordance with applicable standards, Records
Retention and Disposition for Arizona State Agencies, and Arizona
Electronic Recordkeeping Systems (ERS) Guidelines, pursuant to A. R.
S. 8§41-1346 (8) and 8 A. R. S. 41-1351, as well as Statewide Standard
P800-S880, Media Sanitizing/Disposal.

Made secure in accordance with Statewide Policy P800, IT Security,
against unauthorized creation, updating, processing, outputting, and
distribution.

Controlled relative to Statewide Policy P800, IT Security; Statewide
Standard P800-S810, Account Management; Statewide Standard
P800-S820, Authentication and Directory Services; Statewide
Standard P800-S825, Session Controls; Statewide Standard P800-
S850, Encryption Technologies; confidentiality requirements; Federal
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and State budget unit privacy policies; Statewide Policy P170,
Privacy; as well as applicable statutes to ensure public trust, exert the
proper stewardship over, and help ensure the integrity of the
data/information.

4.5. Aggregates of data/information shall be classified as to the most secure
classification level of any individual component. Extracts of data/information
shall be secured to the same level as the file/database from which the
data/information has been extracted.

4.6. Classification of dataresponsibilitiesinclude:

4.7.1. Owners of data/information electing to delegate ownership
responsibilities shall provide written delegated authority and/or
signature approval for ownership responsibilities as well as specific
security access permissions for database/security administrators, or
those who carry out such responsibilities.

4.7.2. Owners, or those delegated their authority, shall as appropriate, assign
the confidential classification to data/information at the time the
data/information is created® and communicate the confidential
classification to custodians, recipients, data exchange
entities/organi zations, and database/security administrators, or those
who carry out such responsibilities.

4.7.3. Custodians, recipients, and data exchange entities/organizations that
receive data/information from budget units are responsible for
knowing and complying with security measures applicable to the
classification assigned by the owner, for informing the owner if full
compliance cannot be achieved, and in accordance with Statewide
Standard P800-S855, Incident Response and Reporting, of any
compromise or possible compromise of confidential information.

4.7.4. Database/Security administrators, or those who carry out such
responsibilities, upon receiving delegated authority and/or signature
approval for ownership responsibilities as well as specific security
access permissions, shall provide access to confidential
data/information in accordance with Statewide Standard P800-S810,
Account Management, and are responsible for ensuring that the rules
for confidential information are known and followed by custodians
and recipients by:

e Maintaining accurate records to ensure afull audit trail.

e Educating custodians and recipients relative to confidential
data/information procedures.

e Ensuring that adequate physical protection is applied.

e Reviewing compliance periodically and reporting findings to the
owners of the data/information.

® Datalinformation is considered to be created when a software application system or a database is designed and
established prior to conventional availability and use. Optimally, Confidential data/information classifications
are designated during the software development cycle prior to actual data/information being entered and
accessed.
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e Conducting or providing oversight for audits.
e Escalating identified areas of non-compliance to the owners of the
data/information.

4.8. CATEGORIZE AND PROTECT DATA/INFORMATION, AND SOFTWARE
APPLICATION SYSTEMS IN ACCORDANCE WITH RISK.
The State’ s security objectives for data/information, and the software
application systems that collect, manage, and process data/information are to
protect confidentiality and preserve integrity while allowing the appropriate
availability. The existence of avariety of threats, both intentional and
unintentional, acting to compromise the security of data/information, as well as
software application systemsis recognized. In accordance with Statewide Policy
P800, IT Security, risk levels are more heavily weighted toward the impact of
the loss of confidentiality, integrity, and availability on budget unit operations,
budget unit assets, or individuals than on the threat of loss.

48.1. Levesofriskare

1. Low - if the event could be expected to have alimited adverse
effect on budget unit operations®, assets, or individuals.” The event
could be expected to cause a negative outcome or result in limited
damage to operations or assets, requiring minor corrective actions
or repairs.

2. Moderate - if the event could be expected to have a serious
adverse effect on budget unit operations, assets, or individuals. The
event could be expected to cause significant degradation in
mission capability, place the budget unit at a significant
disadvantage, or result in major damage to assets, requiring
extensive corrective actions or repairs.

3. High - if the event could be expected to have a severe or
catastrophic adverse effect on budget unit operations, assets, or
individuals. The event could be expected to cause a loss of mission
capability for aperiod that poses athreat to human life, or results
in aloss of major assets.

Categorization of data/information and software application systems
includesrisk levels of confidentiality, integrity and availability. The
following table summarizes the security objectives and their risk
levels.

* Budget unit operations include mission, functions, image, and reputation.
® Adverse effects on individuals may include, but are not limited to, harm to the privacy to which individuals
are entitled under law.
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Potential | mpact

Security Objective
Confidentiality
Preserving authorized
restriction on
information access and
disclosure, including
means for protecting
personal privacy and
proprietary
information.

Guarding against
improper information
modification or
destruction, and
includes ensuring
information non-
repudiation and
authenticity.

Availability
Ensuring timely and
reliable access to and
use of information.

Low

The unauthorized
disclosure of information
could be expected to have
alimited adverse effect
on budget unit operations,
budget unit assets, or
individuals.

The unauthorized
modification or
destruction of information
could be expected to have
alimited adverse effect
on budget unit operations,
budget unit assets, or
individuals.

The disruption of access
to or use of information
or an information system
could be expected to have
alimited adverse effect
on budget unit operations,
budget unit assets, or
individuals.

M oder ate

The unauthorized disclosure
of information could be
expected to have a serious
adverse effect on budget unit
operations, budget unit
assets, or individuals.

Integrity

The unauthorized
modification or destruction
of information could be
expected to have aserious
adverse effect on budget unit
operations, budget unit
assets, or individuals.

The disruption of accessto or
use of information or an
information system could be
expected to have a serious
adverse effect on budget unit
operations, budget unit
assets, or individuals.

High

The unauthorized
disclosure of information
could be expected to have
asevereor catastrophic
adverse effect on budget
unit operations, budget
unit assets, or individuals.

The unauthorized
modification or
destruction of information
could be expected to have
asevereor catastrophic
adverse effect on budget
unit operations, budget
unit assets, or individuals.

The disruption of access
to or use of information or
an information system
could be expected to have
asevereor catastrophic
adverse effect on budget
unit operations, budget
unit assets, or individuals.

Source: FIPS PUB 199, Categorization of Information and I nformation Systems

The standardized format for documenting security categoriesis asfollows:

CATEGORIZATION = [(confidentiality, RISK-LEVEL), (integrity, RISK-LEVEL), (availability, RISK-LEVEL)

4.8.2. Software application systems may contain multiple types of
information, each of which is subject to security categorization. The
determination of security categorization for a software application
system that gathers, manages, and processes multiple types of
data/information shall be based on the highest level of risk determined
for each type of data/information within the security categorizations of
confidentiality, integrity, and availability, taking into account
dependencies among these objectives.

4.8.3.

Security categorizations should be used in conjunction with the

development and implementation of system and environment security
plans and risk assessments, as specified in Statewide Standard P800-
S805, Risk Management.

4.9 DataExchanges
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49.1

4.9.2

4.9.3

494

4.9.5

The state possesses a wide spectrum of personal information fromits
citizens; from medical to financial, to education, to driverslicensing,
et cetera. Data exchanges with other budget units, other government
entities, and the private sector shall be appropriately and consistently
classified to its degree of risk of which the originating budget unit is
responsible for communicating the classification value of its
data/information to respective recipients/custodians. Reasons are
based on appropriate protection for personal information and to protect
the privacy of Arizona citizens.

It is recommended that data exchanges be executed through budget
unit networks (electronically) rather than through physical media such
as diskettes, CD’s, tape, manual reports, etc. This eliminates the
human error of delivering incorrect data, delivery to incorrect
locations and/or recipients, delays in the delivery, and/or lost media
that may put the state in a compromising position.

All Budget Units shall establish awritten Data Exchange Agreement
with exchange entities/organizations. The agreement shall convey the
purpose of the exchange, usage and non-disclosure of personal
information, the classification and degree of sensitivity of the data, the
application system, data-set name, frequency, media, data-elements,
security schemes, and final repository, as well as contact information.

Budget Units shall develop and maintain a Data Exchange Matrix that
identifies the purpose of the exchange, usage, application, system,
subsystem, data-set name, Data Exchange Agreement (yes or no),
frequency (daily, weekly, monthly, etc.), media (Networked, San Disk,
diskette, tape, report, etc.), security scheme (VPN, encryption, etc.),
entity exchange name (GAO, DES, Maricopa County, Vaue Options,
etc.), entity type (federal, state, private sector, other third party, etc.),
entity contact (name, phone, email address, etc.), send/receive status
(send, receive, or both) and control status of the exchange (budget unit
or the entity) at a minimum.

GITA reserves the right to request an electronic copy of a Budget
Units Data Exchange Matrix to address data/information risks, privacy
issues, and security vulnerabilities/assurances for the state as an
enterprise and the Arizona Office of Homeland Security.
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5. DEFINITIONSAND ABBREVIATIONS

5.1.

5.2.

5.3.

5.4.

Availability is ensuring timely and reliable access to and use of information.
Theloss of availability is the disruption of access to or use of information or
an information system. [44 U.S.C., Sec. 3542]

Confidentiality is preserving authorized restrictions of information access
and disclosure, including means for protecting privacy and proprietary
information. The loss of confidentiality is the unauthorized disclosure of
information. [44 U.S.C., Sec. 3542]

Integrity is guarding against improper information modification or
destruction, and includes ensuring information non-repudiation and
authenticity. The loss of integrity is the unauthorized modification or
destruction of information. [44 U.S.C., Sec. 3542]

Refer to the Glossary of Terms located on the GITA website at
http://www.azgita.gov/policies standards for additional definitions and
abbreviations.
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